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1. Preface    
 

One of the hottest topics in the Land Mobile Radio (LMR) industry today is the introduction of 3GPP 
Long Term Evolution (LTE)/4G for mission critical communications. This will see a significant change 
in the in access to and the delivery of information to and from critical users’ mobile portable and in-
vehicle devices in the field.  
 
This paper provides a broad overview of the impact that the introduction of critical LTE could have 
on the LMR industry and some of the key knowledge that is needed by critical enterprises, vendors, 
and mission-critical users to prepare for a transition to LTE. 
 
Critical digital LMR networks, which are currently based on narrowband technologies such as TETRA, 
P25 and DMR, and some analogue systems, have served mission-critical and business-critical 
organizations for many years, fulfilling their most demanding needs by delivering services securely, 
reliably and with high availability. 
 
Critical communications users are a heterogeneous group of telecommunications service users. At a 
high level they can be divided into mission-critical (e.g. Public Safety) and business-critical users (e.g. 
critical infrastructure, public transportation, oil & gas, etc.).  
 
Under these two main categories there are many different sub segments.  
Common to all user segments are special requirements not found within consumer mobile services. 
One typical service is group communications, which is an efficient way to communicate in rapidly 
changing field operations. Another common requirement is a high service level, i.e. comprehensive 
wide area and confined spaces coverage, high service availability and reliability, which exceeds the 
requirements of standard consumer services. 
 

 
 
Narrowband digital critical LMR technologies have evolved highly sophisticated and wide-ranging 
and mission/business critical features demanded by their users. These include:  
 

 Fast connecting push-to-talk (PTT) technology. 

 Instant PTT voice and low bandwidth data/messaging 
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 Fast call set-up time (<500 msec), 

 Instant group communications, emergency call, talker-ID, priority & preemption,  

 Excellent voice quality 

 Direct Mode/outside the Network 
 

Many of the critical LMR user organizations are now looking to expand their communications to 

achieve new levels of functionality and improve mission safety and efficiency by adding standardized 

mobile broadband technologies, using either dedicated networks, commercial services or a 

combination of the two. 

The driving factor for considering and adopting broadband LTE in the LMR industry is the increased 

need for high speed broadband data applications that are not possible with narrowband LMR.  

Whilst the mission and business critical voice communication needs are currently well satisfied by 

the narrowband digital LMR technologies, the demand for broadband services to mobile devices, 

both handheld and in‐vehicle is increasing rapidly. . 

2. The status of  digital critical LMR Standards  
 
Although there is a plethora of information available regarding LTE and how it will affect the LMR 
industry, many questions remain unanswered. Ever more so than before, LMR companies looking to 
design and implement solutions could be forgiven for being bewildered by the plethora of 
technology choices facing them.  
 

Most LMR users that include public safety, local government, utilities, transportation industries, 

mining and oil and gas are looking to LTE as the next necessary step in their operations to provide 

significant increases in operational efficiency, response times, situational awareness, health and 

safety and revenue across  

It is however imperative that any critical LTE broadband offering also provides the similar “fit for 
purpose” mission and business critical features currently available in the digital LMR standards. 
 

 “Will critical LTE mark the beginning of the end for traditional digital critical LMR Standards 
such as P25 and TETRA?” While, this is a difficult question to answer, most experts do not 

believe this to be the case. However, many believe that a profound transformation is going 
to happen, and everyone in the LMR community needs to understand what these changes 

may be. 
 
But perhaps the most telling signs come from the LMR industry itself.                                  
Traditional LMR companies continue to announce new products, but most recent innovations from 
these companies involve offerings that integrate LMR and broadband capabilities via gateways, 
hybrid devices or the leveraging of cloud-computing services. We believe that such transitional 
products will coexist for some time.  
 
Like with the conventional analogue transition to digital TETRA P25 or DMR, some parts of the 
market sector will move and some will stay. Decisive factors in transition are spectrum availability, 
need for control, coverage and cost. For example we see that the versatile feature rich Voice + Data 
TETRA standard  continues to evolve with innovative new capabilities such as point to multipoint 
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packet data,  new TETRA variants on lower frequency bands and applications utilizing highly reliable 
TETRA messaging SDS service.  
 
• Digital LMR – TETRA/DMR/P25 continues to grow globally 
• Private and Government/Public Safety LMR investment is strong with significant existing 

network and device refresh investments – EU/Americas/APAC 
• Significant new deployments of all open standard LMR technologies 
 
Exactly how long this transition will take is a topic of considerable speculation, with some projecting 
that it may only take a few years while others believe it will take 10 to 15 years or longer.  
 

European Standards TETRA and DMR 

U.S Standard P25 
 
The emergence of high-performance critical mobile broadband LTE/4G and 5G will create a rich 
foundation for new devices and application innovations that will ultimately improve the operational 
tasks by bringing rich new capabilities in the hands of many users in Government, Industry and other 
key vertical market segments.  

Global 3GPP standard LTE, 5G 
(3rd Generation Partnership Project (3GPP) 

 
 
Mobilizing existing applications such as database queries and data analytics and enabling new 
devices and applications such as streaming video will attain the biggest benefits.  
As an example, users in the field can use smart devices such as tablets, smartphones, laptops and 
online body worn cameras to support their work.  
The future holds the prospect of even greater capabilities with 5G technologies and the Internet of 
Things (IoT). 
 
Transport agencies are starting to plan for mobile broadband support in underground and mainline 
rail systems, airport management and maritime ports. Other sectors including utilities, resources 
industries, oil production and gas extraction also share those needs. 
 

3. The Migration to Critical LTE Broadband technology begins 
 
There are a number of challenges in the transition and migration from narrowband to broadband 
mission-critical voice and data for the operators of the networks. These challenges are as follows:  
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o Technology – open standards, testing and certification and implementation 
o Service – the roll-out of technology and ensuring network availability, including the 

introduction of relevant applications; 
o Usage – the capability to use the service in the field (including during the transition from 

narrowband networks);  
o Governance – the legal framework, the mandate to procure according to it and the 

allocation of resources. 
 
Solutions leveraging standardized TETRA, DMR and P25 technologies are primarily designed for 
critical voice services with some data capabilities. As the world embraces LTE 4G and 5G broadband 
technology, there is expected to be a shift in culture from voice-centric to information-centric 
operations. This means the options and therefore complexity expand exponentially.  
The sharing of experience and expertise is quintessential to ensuring the right solutions are 
implemented.  
 
Every segment of the LMR industry will be affected in some way, but exactly how much LTE will 
affect an individual or organization will depend on what that individual’s or organization’s roles or 
operations are. 
 
For mission-critical users it is essential that the introduction of mobile broadband does not disrupt 
an organization’s established and familiar operational models. For example, the operational 
procedures of police forces are strictly enforced to ensure the safety and security of citizens and first 
responders.  
 
The need for service continuity and the requirement for the minimum of disruption to existing 
operational models can be met for instance by a hybrid network model of combined narrowband 
and broadband networks.  
In this approach, a public safety organization can continue with the existing narrowband network 
(e.g. TETRA or P25) that provides for mission-critical voice and short data whilst introducing mobile 
broadband gradually.  
Within the business-critical segment, the need for service continuity can be less demanding than for 
mission-critical segment, where life can be at stake. In typical business-critical projects, considerable 
operational and financial consequences are at stake rather than lives.  
In many business-critical segments, decision-making is driven by return on investment and health 
and safety considerations, thus some compromise between performance and cost can be taken into 
consideration. Also, the service requirements can be less demanding than in the mission-critical 
segment. 
 
LTE is well established in the consumer market with 4G public cellular telephony but enhancements 
to the standard to specifically address the needs of critical communications are required to 
replicate/match those currently available in the mission critical LMR narrowband technologies. The 
same is true of the faster 5G technology currently being implemented by major MNOs.  
5G will increase the speeds of today’s most advanced LTE networks by an order of magnitude — 
from a few gigabits per second (Gbps) to possibly as much as 20 Gbps.  
Also 5G has the possibility to ensure certain latency for stable QoS (Quality of Service). 
 
LMR users need mission and business critical functionalities for critical LTE broadband networks i.e. 
instant PTT communications, coverage, availability and security; the same as their trusted LMR/PMR 
technologies. Features such as PTT, group calls (large groups in urban areas), emergency, talker-ID, 
priority & preemption all in sub-second access time.  
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Most mission and business critical LMR users want their network to provide: 
 

o Network availability 99.999% - this typically means redundancy and no single points of 
failure,  

o Situational awareness (location, unit status, task assignment, sensor data),  
o Application traffic prioritization,  
o Quality of Service guarantees,  
o Fast PTT call setup time and  
o End to end encryption (police and security networks)  

 
Availability of services is very much dependent on the coverage of the network and in general on 
the radio network design. A part of the availability is to ensure that the communications resources 
are available for the people who need them the most. This can be enabled with the prioritization of 
the traffic flowing in the network and by pre-emption of the network resources.  
Resilience refers here to a solution’s ability to maintain and restore the service in exceptional 
situations. Practical examples include the power supply of radio and transmission sites.  
The security requirements of critical communications are, at a high level, very much the same as 
with other businesses. Unauthorized users must be prevented from gaining access to services, while 
authorized users must retain access at all times.  
  

4. Increased Need for Data applications  
 

The driving factor for adopting LTE in the LMR industry is the increased need for broadband data 
applications. Digital LMR narrowband technology can provide close to most low band data traffic 
required e.g. pre-planned incidents such as a single status that can point to a library of guidelines, 
map locations etc. but LMR narrowband was not designed for bandwidth-heavy applications.  
 
Users want typical smartphone (LTE/broadband) capabilities that include: 
 

o Live video streaming, 
o Large file transfers, office applications in the field 
o instant telemetry (e.g. from ambulance to hospital) 
o Access to intranet 
o Secure internet browsing    

 
Leading LMR equipment manufacturers that include  Motorola Solutions, Airbus, Leonardo, Harris, 
Tait, Sepura, Kenwood, Hytera and Simoco have already embraced LTE and a number of these                
manufacturers have either released or are about to release combined LTE/LMR solutions including 
dual mode terminals. And companies that include Nokia, Ericsson and Huawei are active in the 
development and delivery of critical broadband infrastructure and networking solutions.  
 
Companies providing integrated command & control solutions and information services such as 
Zetron see that fully interoperable and always available integrated dispatch systems will continue to 
be of key importance as control rooms gradually become broadband hubs and distillers of data 
(including from IoT and social media) with voice and LMR and will remain highly relevant. 
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5. 3GPP Mission Critical LTE Broadband Standards development 
 
The evolution from critical narrowband technologies to 4G, 5G critical broadband technologies for 
Public Safety and other critical users is driven by ETSI and the 3rd Generation Partnership Project 
(3GPP)   
 

• 3GPP is an industry driven standardization activity with truly global reach 
• Open standards enables an interoperable, multi-vendor approach to deployment and 

generates mass market economies of scale as can be seen from the success of the 
consumer mobile market 

•  The public safety community is fully integrated into 3GPP and the first 3GPP-based 
deployments are imminent 

• The expanded mission critical community from different industry sectors are also 
engaging with 3GPP 

                                            
The Role of 3GPP 
 
 It is part of the invention, proof of concept, standards, trials, commercialization …cycle 
 All standards for cellular mobile have come under the 3GPP family 
 New sectors coming too: Critical communications, broadcast, automotive and IoT services 
 3GPP standardization process is complex but consistent  
 Leadtimes are reducing…which puts pressure on resources  

 
 
3GPP Member companies participate via one or more of the Organizational Partners (OPs).             
Each OP is a recognized Standards Development Organization (SDO) from their country or region: 

o ARIB (Japan)  

o ATIS (USA)  
o CCSA (China)  
o ETSI (Europe)  
o TTA (Korea)  
o TTC (Japan)  
o TSDSI (India) 

Africa, Latin America, Russian Federation and Australasia have no SDO present, so companies choose 
one of the above.  
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International Cooperation in the 3GPP standardisation body 
The following  organizations support 3GPP in the development and standardization of 
mission critical LTE broadband 4G, 5G 
 

 FirstNet in the US (The First Responder Network Authority)  

 NPSTC (National Public Safety Telecommunications Council)  

 UK Home Office  

 South Korean Government  

 TCCA (The Critical Communications Association) 

 APCO (Association of Public Safety Communications Officials)  

 TIA (Telecommunications Industry Association)  

 OMA (Open Mobile Alliance)  

 ETSI - TCCE  (European Telecommunications Standards Institute – Technical Committee 
TETRA and Critical Communications Evolution) 

 International Vendors. 

 
3GPP Market Representatives 
 
The 3GPP Standardization organization has a number of Market Representation Partners (MRPs) 
that offer market advice to 3GPP and bring into 3GPP a consensus view of market/user requirements 
(e.g. services, features and functionality) falling within the 3GPP scope.  
TCCA (The Critical Communications Association) is the MRP for the critical communications sector..  
TCCA and its global members had a crucial role in leading the discussion to open 3GPP, which 
traditionally served commercial mobile network operators (MNOs) to new verticals – critical 
communications being the first one. 
 
New Stakeholders include Automotive (e.g. 5GAA), Railways (e.g. UIC), Industrial Manufacturing, 
Smart Factories, Maritime, Satellites, Autonomous Systems (robots, drones), Smart Cities, Water & 
Energy Providers, Broadcast Agencies and IoT .  
 
The main goal globally of TCCA is to drive the development and operation of open standards for 
critical communications. The two main focus areas are on ensuring that broadband standards are 
enhanced to meet the needs of critical users, and maintaining the ongoing development of the 
TETRA standard.  
 
 

6. 3GPP Mission Critical Broadband Feature Releases  
 

MCPTT (Mission Critical PTT) is the critical part of the LTE global standard that is being led by system 
architecture group six (SA6) of 3GPP.  
 
The seminal document for MCPTT is “3GPP TS 23.279 Functional Architecture and Information Flows 
to Support Mission Critical Push-To-Talk (MCPTT).”  
This document was initially part of the 3GPP Release 13 specification, and Stage 2 requirements for 
3GPP Release 14 that specifies the functional architecture, features and data flows for MCX 
(comprising MCPTT, MCData and MCVideo)  
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Release 13 of mission critical LTE in 2017 (MCPTT) of the 3GPP project included: 
 
• Group Call System Enablers (one-to-many calling and dispatcher services) 
• Mission Critical Push to Talk (MCPTT) services 
• E-UTRAN operation for Public Safety 
 
Release 14 of mission critical LTE (2017) saw the release of mission critical video and data services 
(MCX) and in the future releases we can expect further enhancement regarding prioritization of 
mission critical service flows (Qos) as well as improvements in security and resilience and 
importantly the release of mission critical 5G.  
 
Release 15 of mission critical LTE (2018) included the framework for interworking between 3GPP 
MCPTT services and LMR systems. This release introduced a new functional component, referred to 
as the LMR interworking function (IWF) and Railway requirements.  
 
Currently (2020) 3GPP is finalizing Release 16 (2019) that include 5G NR,   mission critical broadband 
services for Railways, Maritime and Satellites and working on Release 17 that includes 5G proximity 
services via V2X (vehicle to everything) sidelink, 5G satellite architecture, 5G broadcast services 
among many other important capabilities Due to global Covid-19 pandemic a delays can be 
expected. The more immediate need is to enable mission critical and business critical mobile users 
to make widespread use of broadband data services and applications that will enable:  
 

o Streaming video from the scene of an incident or accident back to command 
and control centers. 

o CCTV to users in a public or commercial area, on the street or railway track   
o Email, social media and other text based services to be used whilst on the 

move 
o Form filling and report writing direct from the scene of an incident  
o Access to central databases such as criminal person records, vehicle records, 

and maintenance records, premises records, building key‐holders, patient 
records, building plans etc.   

o And or……..specifically related to a particular industry (e.g. Railways, 
Maritime) 

Current Releases  

                                                                                  

 
*3GPP Release 17 in 2020 - due to global Covid-19 pandemic a delay of at least one quarter can be expected. 
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7. Transition to Mission Critical Broadband 

Only once mission/business critical voice and data features similar to those currently available in the 

TETRA and P25 standards have been incorporated into an open “mission critical” LTE standard and 

products, and proven in the field, will LTE be regarded as having true critical communications 

capability and become fully operational.  

What are its implications for the critical communications sector? Mission and business 

critical mobile broadband networks must be trusted by critical LMR users just as much as 

their narrowband equivalents such as P25, TETRA and DMR if they’re going to be truly 

mission-critical. 

This may still take a number of years. Once that level of trust has been reached, we can start looking 

at the operational benefits. In the short term, you can’t revolutionize working practices, but the 

most advanced narrowband data services give us a hint of what’s to come – situational awareness, 

relevant data being constantly available, greater use of sensors and remote monitoring that then 

develops into decision and guidance systems. 

Until such time as LTE broadband networks are proven to be truly mission critical, TETRA, P25 and 

others will be the only globally proven mission critical standards available to LMR users. Only then 

will it make economic sense to transfer services from the existing narrowband voice & data 

networks as these become time expired.  

Meanwhile TETRA, P25 and other technologies typically provide wider coverage as they operate on 

lower frequencies than broadband. Furthermore, LTE broadband spectrum is and will initially be a 

very limited resource restricting the possibility of dedicated wide-area broadband networks, 

compared to LMR narrowband networks which operate in dedicated spectrum.  

Users will continue to adopt P25 and TETRA at least for another 10 to 15 years partly due to 

its tried-and-tested status around the world. 

While 3GPP is moving forward with mission critical LTE standardization of features to support 

mission-critical users, its market implementation is still a future event. It takes time and resources to 

develop high quality standards and the following considerations must be taken into account:   

 

 There is no guarantee that the chip manufacturers and equipment makers will include all the 

functionality from the standard 

 Planned timescales have a tendency to slip 

 There is no guarantee that all the required functionality will be included in the critical LTE 

standard 

 Ensuring sufficient resource in the 3GPP working groups may be a challenge 

 There may be limited spectrum availability  

 The critical LTE market, in particular the public safety market and large network 

operators/user groups have a strong requirement for interoperability certification and multi-

vendor suppliers. 
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Transition Timeline Considerations 

 

8. Interoperability, Conformance testing (ETSI MCX Plugtests) and 

Certification 

The critical LTE market has a strong requirement for interoperability certification and multi-vendor 
supply. 
 
A multi-vendor market gives benefits both to the users in terms of the broadest product portfolio of 
compatible equipment, competitive pricing and rapid entry of new product models; and to the 
industry in terms of a wider accessible market, faster market take-up and better directed investment 
in new product developments.  
 
There is a great deal of work going on to ensure that a multi-vendor market can be established and 
thrive through interoperability of products and services – the most important initiative is the ETSI 
MCX Plugtests series. 
 
The concept of “Mission Critical Push To Talk" (MCPTT), “Mission Critical Data (MCData)” and 
“Mission Critical Video (MCVideo)” started with 3GPP Release-13 and is ongoing in 
current Releases. Interoperability and mission critical service harmonization are critical challenges 
for the successful deployment and operation of mission critical communications.  

The goal of the MCX Plugtests event is to validate the interoperability of a variety of 
implementations using different test scenarios based on 3GPP Mission Critical Services in 3GPP 
Releases.  
It provides an opportunity for the global engineering community to get together to test the 
compliance of their mission critical broadband network and terminal products and their design 
implementations against the 3GPP standards that provide essential feedback to 3GPP technical 
committees. 
 This supports improvement and completeness of “open and non-proprietary” standards and the 
acceleration of the standards-making process that can reduce a product’s time-to-market.  
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ETSI will host the 5th MCX Plugtests remote event, taking place from September 21 to October 2, 
2020. The event has evolved over the past three years, from an initial focus on Mission Critical Push 
To Talk (MCPTT) whilst current test cases (MCX) cover a variety of Mission Critical Data (MCData) 
and Mission Critical Video (MCVideo) features. Refer https://www.3gpp.org/news-events/2121-mcx-
plugtests-event-gets-on-track 

Also refer to recent TCCA White paper (JANUARY 2020) that was written to support organisations 
intending to use MC services based on 3GPP standards. The IOP environment is quite different 
compared to TETRA IOP given that hardware and software are separated – both on the 
infrastructure and on devices. That will result in different business models and introduce some new 
complexities.  https://tcca.info/documents/January-2020-Introduction-to-Mission-Critical-Service-
Interoperability.pdf/ 
 

9. Hybrid LMR/LTE solutions 
 

Meanwhile in a number of countries LMR users are moving into the direction of retaining purpose-
designed narrowband services such as P25 and TETRA for critical voice, supplemented by standard 
4G LTE for broadband services in specific areas of operation. These hybrid solutions offer a smooth 
transition towards mission critical broadband by allowing 

 
LMR and LTE to interwork in a unified way, base stations from both technologies are connected to a 
single core and a single database. In most LMR/LTE hybrid networks all the switching intelligence is 
centralized and both technologies appear at the radio level. In addition, all interfaces are 
standardized.  

 
Interconnecting the two networks is made relatively easy if the LMR PMR network has an IP 
backbone capable of supporting both IP and the TDM interfaces (e.g. T1 and E1) used by LMR 
systems. 
 

Hybrid solutions offer a smooth transition towards mission critical broadband by allowing 
LMR and LTE to interwork in a unified way, base stations from both technologies are 

connected to a single core and a single database. 
 
For example broadband coverage and capacity can be provided by a combination of commercial 
cellular networks along with networks owned and operated by the LMR operator. The balance 
between these two methods of service provision will depend on the specific requirements of each 
country and this “hybrid” option is considered to be the most likely and cost-effective delivery 
option for the foreseeable future.  There is no “one size fits all’ situation. In a vast country such as 
Australia, supplementary coverage will be needed and interoperability will be key to ensuring 
operation in a hybrid environment. 
 
Mobile Network Operators (MNO) - Leveraging their extensive spectrum assets and mobile 
networking expertise combined with a growing focus on vertical industries MNOs are continuing to 
retain a strong foothold in the wider private LTE and 5G network ecosystem – with active 
involvement in projects ranging from large-scale nationwide public safety LTE networks to highly 
localized 5G networks for industrial environments.                                                                                      
 

https://www.3gpp.org/news-events/2121-mcx-plugtests-event-gets-on-track
https://www.3gpp.org/news-events/2121-mcx-plugtests-event-gets-on-track
https://tcca.info/documents/January-2020-Introduction-to-Mission-Critical-Service-Interoperability.pdf/
https://tcca.info/documents/January-2020-Introduction-to-Mission-Critical-Service-Interoperability.pdf/
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Typical Hybrid Solution (AIRBUS example) 

 
10.  Interworking function (IWF)  

 
3GPP has been working on a generic specification of an interworking function (IWF) that will allow 
the 3GPP mission-critical push-to-talk (MCPTT) service and the 3GPP mission-critical data service to 
interwork with LMR systems, such as P25 and TETRA.  
 
The P25 standards, TETRA standards and 3GPP mission-critical standards are designed to be stand-
alone specifications for their respective systems, allowing much of the interworking standardization 
activities to occur in parallel within the North American Alliance for Telecommunications Industry 
Solutions body (ATIS) - Joint LMRLTE and ETSI TCCE WG4 and 3GPP without undue coordination.  
 
The mission-critical standards communities continue to collaborate in an effort to realize the 
interworking of mission-critical voice and data services between an LMR system and a 3GPP mission-
critical system. The architecture specification for the IWF was completed in 3GPP Release 15 in 
March 2018, and the protocol specifications for the IWF are part of 3GPP Release 16 are pending.  
 
Moving forward 
Following the completion of the ATIS Joint LMRLTE work, identified standards bodies — either TIA or 
3GPP — will be responsible for updating their related specifications, if required, within the scope of 
their respective standards bodies. ETSI is planning to complete a TETRA interworking specification 
after the 3GPP Release 16 IWF protocol specifications are completed. 
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11. Private LTE 
  
Private LTE that includes radio access network (RAN), mobile core and transport network will 
provide independent LTE cellular network to a specific organizations. It caters to customized 
network demand for a number of mission- critical applications such as MCX and its reliable low-
latency is gaining recognition as an all-exclusive critical communications platform for delivery of both 
mission and business critical applications.  
 
Private LTE is favorable for enterprises from across the critical communications and industrial IoT 
domains that include public safety and private use cases that include airports, oil/gas extraction, 
mining, ports, railroads, factories, amusement parks, agriculture, warehouses, and elements of 
smart cities, stadiums, and mines. It can also be deployed across extremely remote areas with poor 
cellular coverage. 
 
The growing demand for secured private networks with low latency and high operational efficiency 

at a reduced cost is expected to propel the deployment of private LTE networks across several end-

user firms. However, interoperability issues between various network platforms is a prominent 

industry challenge. 

The practicality of spectrum sharing schemes such as the three-tiered Citizen Broadband Radio 

Service (CBRS) framework and Japan's unlicensed Shared Extended Global Platform (sXGP) has 

already been proven with initial roll-outs in locations such as corporate campuses, golf courses, race 

tracks, stadiums, airports and warehouses 

12.        5G Developments  

5G, a 3GPP initiative and standard is the biggest buzzword in the industry, seen and heard on 
virtually every commercial for a carrier network, as well as in other sectors.  
 
5G mobile network services can be classified into three categories: Enhanced Mobile Broadband 
(eMBB), Ultra-reliable and Low-latency Communications (uRLLC), and Massive Machine Type 
Communications (mMTC). 
 
As the industry embarks on 5G deployments, key features being mentioned are not just blurry-fast 
data rates, but five-9s reliability, security and low latencies of less than 10 milliseconds—the kind of 
performance that the critical user sector wants.  
 
5G’s unique Network Slicing capability allows multiple logical networks to be created on top of a 
common shared physical infrastructure. Customized connectivity is provided for each network slice, 
with all slices running on the same shared infrastructure.  
 
Current and future critical communication applications are driving the need for a wide variety of 
network performance service characteristics.  These required characteristics will vary in terms of 
priority, data rates, error rates, latency, security, availability, coverage, etc. Resources for these 
network slices can therefore be set up for various applications without one competing with the 
other, e.g.: Augmented Reality, Mission-Critical Push-to-Talk, Massive IoT, etc.  
 
As with other transitions to a new generation of wireless technology, 5G is designed to also provide 
other performance characteristics that are important to the critical-communications sector, without 
the need for a “forklift” replacement of existing network infrastructure. 
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Robust connectivity is expected to change the way that tasks are approached—for instance, 
leveraging Internet of Things (IoT) technology—in many sectors, including public safety, government 
(smart cities), utilities (smart grid), health care (telehealth/remote surgery), and transportation 
(autonomous vehicles). 
Emerging technologies such as cloud computing, artificial intelligence (AI) and machine learning, 
augmented and virtual reality, the Internet of Things, and billions of connected devices push the 
boundaries of wireless communications systems and promises faster, more reliable, and near-instant  
connections. 

 
Of course, many of these key features have yet to reach the market, where they will need to be 
tested thoroughly—and priced in a manner that makes them viable options, not just impractical 
alternatives. Smart devices paired with AI create a customized and personalized environment for 
everyone. 5G will work alongside 4G and even utilize the 4G core network for data and control 
planes in non-standalone mode.  
                       

13.      Critical LTE Broadband for Public Safety Services 
 

Many studies carried out in different countries show that Public Safety broadband services will most 
likely rely on both mobile network operator LTE broadband infrastructure and dedicated 
narrowband network technology such as P25 and TETRA. This is commonly referred as to as “Hybrid 
Infrastructure”. 
More and more countries are considering implementing broadband Public Safety (PS) services over 
commercial networks. There are quite many benefits in doing that: 
 

o MNOs already widely rolled out LTE allowing a fast time to market of PS 
broadband services on top of their network. 

o MNOs have usually a large amount of spectrum whereas in many countries 
there is very little spectrum, or even no spectrum, available for a dedicated PS 
network. 

o Sharing the network with MNOs can reduce the total cost of ownership for the 
PS agencies. 

o Hosting PS services does boost the image of the MNO.  
 



16 
 

The impact of 3GPP critical broadband LTE standard on 
business and mission critical LMR industry 

ACCF/TCCA White Paper June 2020 
 

However, running PS services over commercial networks places unique demands on the 
architecture. Public Safety users have the most stringent requirements for network and service 
accessibility and service quality. Also, in case of an incident, the commercial network might get 
congested at the area of the incident, but the PS users need to get access to the network at all times.  
Therefore, different prioritizations mechanisms need to be implemented.  
Implementing National Roaming between MNOs is also a consideration as a cost-effective way of 
implementing enhanced network resilience. However, implementing these priority mechanisms may 
require changes to legislation in order to be adopted in each country, examples being Finland and 
Belgium that have enshrined in law such necessary changes through decrees. 
 
Network Performance: High prioritization for public safety communications 
Network performance is mainly about making sure first responders get the right level of service and 
priority when hosted on a commercial network. Call prioritization was already tackled on legacy LMR 
networks. 
To further improve the network performance for group communications, either MCPTT or MCVideo, 
MNO might implement the evolved Multimedia Broadcast Multicast Service (eMBMS). By using a 
secured and standardized broadcast channel, eMBMS optimizes the usage of radio resources while 
ensuring the best quality for voice and video group calls. 

 
Early adopters 
There are already some major early critical broadband adopters:  South Korea is rolling out a 
dedicated critical broadband system “SafeNet” and a number of countries are currently 
implementing Public Safety broadband services over commercial network infrastructures including 
FirstNet in the US built on top of AT&T’s network, and the ESN in the UK built on top of EE’s network.  
 http://safenetforum.or.kr/eng/main/main.php?categoryid=02&menuid=01&groupid=00) 
https://www.firstnet.com/ 
https://www.gov.uk/government/publications/the-emergency-services-mobile-communications-
programme/emergency-services-network.  

 
 

 

http://safenetforum.or.kr/eng/main/main.php?categoryid=02&menuid=01&groupid=00
https://www.firstnet.com/
https://www.gov.uk/government/publications/the-emergency-services-mobile-communications-programme/emergency-services-network
https://www.gov.uk/government/publications/the-emergency-services-mobile-communications-programme/emergency-services-network
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ln addition to these early adopters, a number of other national-level initiatives are also underway:- 
 

 The Australian Government issued RFI for Public Safety Mobile Broadband (PSMB) proof 
of concept ongoing with potential vendors/suppliers. 

 In New Zealand, Police, Fire and Emergency and Ambulance services are working on 
project known as Next Generation Critical Communications (NGCC) to replace current 
Emergency Services’ critical communications.  

 Royal Thai Police's LTE network (which is already operational in the greater Bangkok 
region),  

 Finland's VIRVE 2.0 plans its mission-critical mobile broadband service,  
 France's PCSTORM implements its critical communications broadband project,  
 Russia's planned a secure 450 MHz LTE network for police forces, emergency services 

and the NationaI Guard.  
 Others with similar projects include Norway, Sweden, Germany and Belgium and 

more……….and a number of Middle Eastern countries 
 
 

14. Opportunities for Mobile Network Operators (MNO)  
 
The need from Public Safety agencies to get broadband services is an opportunity for MNOs such as 
Telstra, Optus and Vodafone to leverage their network investments and in a way compete with  
organisations in the traditional LMR market.  
 
The opportunity can be substantial for MNOs when addressing new promising vertical markets like 
eHealth, connected cars and critical communications of all kinds (utilities, public safety…). Therefore, 
operators will be encouraged to take time to build operational and commercial strategies 
considering all markets with different maturity levels. Professional and critical communications 
markets are potentially new revenue streams for which MNOs will need to develop their network, 
provided they can establish relevant business models and are not driven to develop services under 
too many regulatory constraints that do not meet users’ needs.  
 
Most of the vertical critical LTE markets need network hardening and network resilience and it is 
important to encourage common resiliency investments and radio coverage of the commercial 
network usually needs to be extended in many locations that do not have service to eliminate 
coverage holes.  
 
Continuing evolution of technology and services opens new business opportunities to MNOs.     
One option is to partner with mission-critical service operators who are already providing mission-
critical services. Together, MNOs and such service operators can serve these very demanding 
organizations by providing them with new mission-critical broadband services. Another option for 
MNOs is to target business-critical users, such as airports, public transport or organizations in charge 
of energy supply.  
For MNOs, there are different options to address business-critical segments, either directly or by 
partnering with service providers who are already addressing specific vertical segments. By either 
addressing mission-critical or business-critical users or perhaps both, MNOs can leverage their 
existing network investments and enter a new service market. 
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Impacts on Commercial Users 
Implementing Public Safety services on top of commercial networks might have some impact on 
commercial users. Typically, in case of an incident, the capacity from the MNO might get partly pre-
empted (through Access Class Barring (ACB) and Allocation and Retention Priority (ARP) by the 
authorities. A reasonable tuning will allow leaving sufficient capacity to the commercial users.  
 
Nevertheless, depending on the local legislation, pre-emption resources from the commercial 
network can be a legal issue.  Also, the fact that first responders get first priority on the mobile 
network might be in contradiction with net neutrality.  
 
To ensure that first responders get the highest level of priority to the shared Radio Access Network 
when they are hooked on an MNO infrastructure, there are already many prioritization mechanisms 
(Access Class Baring, Pre-emption, QCIs, etc.) that have been standardized by 3GPP to provide 
Mission Critical services. 
 
Leveraging their extensive spectrum assets and mobile networking expertise combined with a 

growing focus on vertical industries, mobile operators are continuing to retain a strong foothold in 

the wider private LTE and 5G network ecosystem – with active involvement in projects ranging from 

large scale nationwide public safety LTE networks to highly localized 5G networks for industrial 

environments. 

 

Models for Cooperation with Mobile (or Virtual) Network Operator.                    

o Critical communications user has no assigned frequency spectrum for LTE/Broadband 

network shares spectrum/network with a commercial mobile operator 

Separate service level agreements to guarantee quality and                                                                                                                                                                         

 security levels can then be negotiated under a network                                                          

  operator arrangement. 

o Critical communications user with no dedicated frequency spectrum, acts as a mobile                                               

virtual network operator (MVNO) and provides critical communication service                                                        

over an existing (MNO) network(s) deploying its own database, apps.                                             

(SLAs required) 
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o Critical communications user provides only the related applications while a  mobile 

network operator owns and provides the LTE broadband infrastructure service 

15. Conclusion 
 
The impact of the introduction of critical LTE will depend on the evolution of interworking between 
critical narrowband services such as TETRA, P25 and broadband technologies. While LTE is moving 
forward with the standardization of features to support mission-critical users, its market 
implementation is still a future event.  
 
Many Mission Critical digital LMR users may consider that transferring mission critical voice to LTE is 
a step too far until such time as all the mission critical issues have been resolved and the technology 
and its products is fully field-tested that includes interoperability testing between manufacturers of 
Mission Critical LTE 4G and 5G. 
 
Once most of the mission critical features are incorporated into a mission critical LTE standard 
during the next few years, and when its products are extensively field proven and robust and provide 
true interoperability, only then may this broadband technology regarded as having a true critical 
communications capability. 
 
A host of enterprises from different sectors recognize the potential value of information collected 
through Internet of Things (IoT) technologies—for instance, smart-cities, smart-grid, video-
surveillance, industrial-IoT and autonomous-vehicle applications—the more they want these signals 
on a highly reliable, secure network. After all, deploying flood sensors is of little value, if 
communications with the sensors is going to be lost during a heavy storm, when the information 
from the sensors is needed most.  
 
Also over the next few years we will see large number of mission critical requirements identified 
being addressed by 3GPP, as an increasing number of critical broadband projects will be in the 
implementation phase and even more will be starting their procurement. 
 
Key challenges to the 3GPP Mission Critical Broadband technology 4G and 5G standardization 
remain:  

o Testing and certification 
o Spectrum 
o Renewal of procurement models 
o Methods for the governing, operation and control of broadband systems in an 

environment that includes participation from commercial MNOs and spectrum  
o Deeper and faster co-ordination of 3GPP activities for the entire global critical 

communications sector including the building of mutually beneficial relationships with 
vertical Market Representation Partners in 3GPP and beyond. 

 
The success of introduction of critical LTE will be strengthened by the evolution of interworking 
between critical narrowband and broadband technologies. We expect a fruitful coexistence of 
critical LMR, P25, TETRA and DMR and broadband for many years to come - until broadband is as 
trusted, always-available and everywhere it is needed.   
 

o Significant data capability leveraging occurring on existing Digital LMR beyond voice 
o Data augmentation with Private LTE / hybrid networks/ use of commercial carriers  
o Significant product development of hybrid technologies, multimode networks & devices, 

apps, & in control/dispatch centres  
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o Digital LMR standards enhancements and interoperability testing certifications expanding 
o ETSI/TCCA WG4 and ATIS(WTSC-JLMRLTE) taking lead on TETRA/P25 IWF standards 

respectively as 3GPP IWF is completed in Release 16. 
 
There is significant product development of LMR/LTE hybrid (interworking) technologies, multimode 
networks and devices, apps, and in control/dispatch centers for a tight and operationally effective 
integration between the two LMR technologies and Mission critical LTE. (See Para 10. Interworking 
function (IWF) 
 
Every segment of our LMR industry will be affected in some way, but exactly how much LTE/4G/5G 

NR will affect an individual or organization will depend on what that individual’s or organization’s 

roles are. Many believe that a profound transformation is going to happen, and everyone in the LMR 

community needs to understand what these changes may be. 

For those vendors, re-sellers and organisations looking at transition, they should clearly identify core 

requirements of their end users and choose to partner with vendors truly embracing open 

standards-based solutions to not only increase buying options and interoperability, but also to 

decrease total cost of ownership. 

For more information on open standards and critical broadband refer 

www.criticalcommsforum.com.au or https://tcca.info/                                                                           

To view other TCCA white papers in relation to MCBB please visit https://tcca.info/about-

tcca/tcca-resources/whitepapers/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.criticalcommsforum.com.au/
https://tcca.info/
https://tcca.info/about-tcca/tcca-resources/whitepapers/
https://tcca.info/about-tcca/tcca-resources/whitepapers/


21 
 

The impact of 3GPP critical broadband LTE standard on 
business and mission critical LMR industry 

ACCF/TCCA White Paper June 2020 
 

Appendix I -  

 

Abbreviations 

 
3GPP  3rd Generation Partnership Project 

4G  Fourth generation 

5G Fifth generation 

5G NR 5G New Radio 

APCO Association of Public Safety Communications Officials (USA) 

ACCF Australasian Critical Communications Forum (chapter of TCCA) 

ARCIA Australian Radio Communications Industry Association  

CBRS Citizen Broadband Radio Service  

DMR Digital Mobile Radio (ETSI) standard 

ETSI European Telecommunications Standards Institute 

ETSI TC-TCCE – ETSI Technical Committee TETRA and Critical Communications Evolution 

E-UTRAN   Evolved-UMTS Terrestrial Radio Access Network, the air interface in an LTE network. 

GSMA Global System for Mobile Communications Association (represents the interests of (GSM) 

mobile operators worldwide) 

ITU  International Telecommunication Union 

LMR  Land Mobile Radio 

LTE 3GPP Long Term Evolution 

MNO Mobile Network Operator (Cellular Network Operator) 

MCPTT Mission Critical PTT (Push-to-Talk) 

MCX MCPTT, MCVideo and MCData Broadband services  

NPSTC National Public Safety Telecommunications Council (NPSTC) 

OMA Open Mobile Alliance (OMA)  

P25  Project 25 digital narrowband radio (TIA-USA) 

PSA  Public safety agency 

PSMB  Public safety mobile broadband 

PTT  Push to talk 

QoS  Quality of service 

RAN  Radio access network 

TETRA  (Digital) Terrestrial Trunked Radio (ETSI) standard  

TCCA The Critical Communications Association 

TIA The Telecommunications Industry Association (TIA), the leading USA association 

representing the manufacturers and suppliers 
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Appendix II  

 

Australasian Critical Communications Forum, chapter of TCCA 

 
The Australasian Critical Communications Forum (ACCF) established in 2004 is the                                                    

Australasian (not for profit) chapter of TCCA, the front line force that drives the 

development and promotion of open standard/multi-vendor mission critical 

communications solutions worldwide.              

 

TCCA/ACCF is an advocacy forum for the ongoing evolution of both digital LMR and 

ensuring critical broadband LTE 4G, 5G moves towards becoming a true global open 

standard critical communications bearer.                                                                                                                                                  
Join the Australasian Critical Communications Forum and help shape the future of 

standardised critical communications in Australasia and the wider world. As a member you 

will join other like-minded organisations globally whose success is dependent upon critical 

communications.   

Collectively the members of the ACCF/TCCA create the critical communications for all 

professional communications users of today and the future.     

 

Our members design, manufacture, build, implement, utilise, analyse, promote and deploy 

standardised critical communications worldwide for all professional users. As a stakeholder 

in critical communications, you can play a key role in the ongoing success of an open and 

competitive market, today and in the future.  

                                                                                                                                                                                                                                                                                                                                                                                                            

www.criticalcommsforum.com.au 

https://tcca.info/ 
 

http://www.criticalcommsforum.com.au/
https://tcca.info/

